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Recommended privacy aware 
providers
https://aktivix.org
https://riseup.net
http://www.autistici.org

Alternative web browsers for secure browsing
Firefox - http://www.firefox.com
TorBrowser - https://ttfa.net/torbrowser
JonDoBrowser - https://ttfa.net/jondobrowser
I2P - http://syndie.i2p2.de¡

Email encryption
https://www.enigmail.net
http://www.mailvelope.com/

Blogging and news
https://network23.org
http://noblogs.org
http://indymedia.org

Messaging
https://crypto.cat
http://pidgin.im (https://adium.im/ on Mac OS X)
http://xchat.org
https://indy.im
https://identi.ca

Search engines
https://duckduckgo.com
https://www.startpage.com

Anonymous distros
https://tails.boum.org
http://dee.su/liberte

And many more suggestions at
https://www.techtoolsforactivism.org
http://prism-break.org
http://howto.informationactivism.org
https://hacktionlab.org . https://barncamp.org.uk

Statement on Data Retention 2008

We want to stop Data Retention of the type that is being imposed on us by the E.U. Directive 2006/24/EC because
it is a preemptive surveillance of communication structures:

Imagine the postal services kept a record of everyone who sent a mail to you. When. Who. How. Where. This is
exactly what is happening now with your email, your phone calls and other electronic communications. 

We as providers are forced to store YOUR communication metadata. This is forcing us to work as outsourced police 
forces. We do not want this. We will pour as much sand into this machine of suspicion as we possibly can. And we 
encourage everyone else to do the same! Do not support this attack on privacy! 

We will continue to fight against Data Retention in any way possible and we will support each other in our different efforts 
to fight it. 

Signed by these groups and providers:
aktivix.org
all2all.be
alterezo.be
blacksec.org
blogxpopuli.org
boum.org
cassiopea.org
crackedwillow.net
domainepublic.net
efraie.org
espace4you.org
free.de
globenet.org
hacklab.dk

herbesfolles.org
immerda.ch
koumbit.org
lautre.net
linefeed.org
manitu.de
marsupi.mine.nu
moviments.net
mutins.net
nadir.org
no-log.org
nodo50.org
open-web.fr

poivron.org
puscii.nl
rezo.net
riseup.net
samizdat.net
sindominio.net
so36.net
squat.net
systemausfall.org
systemli.org
tachanka.org
toile-libre.org


